Dynamic Health IT, Inc. 170.523(k)(1) Product Disclosures

Vendor: Dynamic Health IT, Inc.
Product: CQMsolution

Certified on: 12/29/2022
Certificate Updated: 10/20/2023

Version: 23

CHPL Certification Numbers: 15.05.05.2713.DH23.03.06.0.221229

e  This Health IT Module is compliant with the ONC Certification Criteria for Health IT and has been certified by an ONC-ACB in accordance with the applicable certification
criteria adopted by the Secretary of Health and Human Services. This certification does not represent an endorsement by the U.S. Department of Health and Human Ser-
vices.
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Certification Criteria:

170.315 (b)(10) Electronic Health
Information Export

e 170.315 (c)(3) Clinical Quality Measures
— Report

e 170.315 (d)(2): Auditable Events and
Tamper-Resistance

e 170.315 (d)(12): Encrypt Authentication
Credentials

e 170.315 (g)(5): Accessibility-Centered
Design

2024 © Dynamic Health IT, Inc.

170.315 (c)(1) Clinical Quality Measures —
Record and Export

170.315 (c)(4) Clinical Quality Measures - Filter

170.315 (d)(3): Audit Report(s)

170.315 (d)(13): Multi-Factor Authentication

170.315 (c)(2) Clinical Quality Measures —
Import and Calculate

170.315 (d)(1): Authentication,
Access Control, Authorization

170.315 (d)(5): Automatic Access Time-out

170.315 (g)(4): Quality Management System
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Pricing & Notes:
License and Upgrade fees may apply.

All criteria require Microsoft Server 2016 and Microsoft SQL Server 2016 or better. There is a cost for Microsoft Server and Microsoft SQL
Server (2016 or later) license, unless hosted by Dynamic Health IT.

Requires SSL Certificate

Necessary credentials with relevant health registries should be secure to enable successful submission.
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Version CQMsolution v3.0 [CQMsolution v3.1 CQMsolution v4.0  [CQMsolution v5.0 |[CQMsolution v6.0 |CQMsolution v22 [CQMsolution v23
12/29/2022,
Certified on: 9/16/2016 3/31/2017 12/18/2019 11/27/2019 11/5/2021 12/15/2021 10/20/2023
Edition: 2015 2015 2015 2015 2015 Edition Cures [2015 Edition Cures|ONC Certified
15.05.05.2713.DY
15.02.02.2713.A051.115.02.02.2713.A05 [15.02.05.2713.DYN |NH.02.05.0.21121 [15.05.05.2713.DH23.
Certification No.:  [160044R00 160044R01 02.01.0.181214 1.03.02.0.191127 [H.01.04.0.211105 |5 03.06.0.221229

Clinical quality
measures to which
the module has
been tested and
certified:

2,22,50,52,56,61,
62,64,65,66,68,69,
74,75,77,82,90,
117,122,123,124,
125,126,127,128,
129,130,131,132,
133,134,135,136,
137,138,139,140,
141,142,143,144,
145,146,147,148,
149,153,154,155,
156,157,158,159,
160,161,163,164,
164,165,166,167,
169,177,179,182,9,
26,30,31,32,53,55,
60,71,72,73,91,
100,102,104,105,
107,108,109,110,
11,113,114,171,
172,178,185,188,
190

2,22,50,52,56,61,
62,64,65,66,68,69,
74,75,77,82,90,
117,122,123,124,
125,126,127,128,
129,130,131,132,
133,134,135,136,
137,138,139,140,
141,142,143,144,
145,146,147,148,
149,153,154,155,
156,157,158,159,
160,161,163,164,
164,165,166,167,
169,177,179,182,
9,26,30,31,32,53,
55,60,71,72,73,91,
100,102,104,105,
107,108,109,110,
11,113,114,171,
172,178,185,188,
190

2,9,22,26,31,32,50,
52,53,55,56,65,66,
68,69,71,72,74,75,
82,90,102,104,105,
107,108,111,113,
117,122,123,124,
125,127,128,129,
130,131,132,133,
134,135,136,137,
138,139,142,143,
144,145,146,147,
149,153,154,155,
156,157,158,159,
160,161,164,165,
167,169,177,190,
249, 347,349,645

2,9,22,50,52,56,66,
68,69,71,72,74,75,
82,90,104,105,108,
111,117,122,124,
125,127,128,129,
130,131,132,133,
134,135,136,137,
138,139,142,143,
144,145,146,147,
149,153,154,155,
156,157,159,160,
161,165,177,190,
249,347,349,645,
771

2,9, 22, 50, 56, 66,
68, 69, 71, 72, 74,
75, 90, 104, 105,
108, 111, 117, 122,
124, 125, 127, 128,
129, 130, 131, 133,
134, 135, 136, 137,
138, 139, 142, 143,
144, 145, 146, 147,
149, 153, 154, 155,
156, 157, 159, 161,
165, 177, 190, 249,
347, 349, 506, 529,
645, 771

2,9, 22, 50, 56, 66,
68, 69, 71, 72, 74,
75, 90, 104, 105,
108, 111, 117, 122,
124, 125, 127, 128,
129, 130, 131, 133,
134, 135, 136, 137,
138, 139, 142, 143,
144, 145, 146, 147,
149, 153, 154, 155,
156, 157, 159, 161,
165, 177, 190, 249,
347, 349, 506, 529,
645, 646, 771, 844

2,9, 22, 50, 56, 66,
68, 69, 71, 72, 74,
75, 90, 104, 105,
108, 111, 117, 122,
124, 125, 127, 128,
129, 130, 131, 133,
134, 135, 136, 137,
138, 139, 142, 143,
144, 145, 146, 147,
149, 153, 154, 155,
156, 157, 159, 161,
165, 177, 190, 249,
334, 347, 349, 5086,
529, 645, 646, 771,
816, 844, 871, 951,
996, 1028

d}y’
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- L . Types of Costs or Fees to be paid by a
Capability Description of capability . o
provider for the capability

Export all Electronic Health

Information (EHI) stored and used in
170.315 (b)(10) Electronic

. the calculation of Clinical Quality x License and upgrade fees may apply.
Health Information Export

Measures". Data is exported in
QRDA-1 format.

170.315 (c)(1): Record all data that would be necessary to
calculate each CQM and export a data file )
. . ) ] X X X X X X x  License and upgrade fees may apply.
Clinical Quality Measures - at any time the user chooses and without
Record and Export subsequent developer assistance.
170.315 (c)(2): Take in clinical quality data from QRDA-I
files or vendor system (via stored proce- )
. . . X X X X X X x  License and upgrade fees may apply.
Clinical Quality Measures - dure) and perform calculations for all sup-
Import and Calculate ported quality measures
Generates QRDA |, QRDA 11l & PQRS QRDA
output from client data
170.315 (c)(3): Data submission formats are supported for
EHR Incentive Program and PQRS. Data X X X X X X x  License and upgrade fees may apply.
Clinical Quality Measures - output from report calculation is available
Report at patient level (QRDA-I XML), and aggre-

gate level (QRDA-III XML and PQRS QRDA-
1)
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. L - Types of Costs or Fees to be paid by a
Capability Description of capability v3.1 . o
provider for the capability

170.315 (c)(4):

Clinical Quality Measures Filter CQM results at the patient and aggre-

- Filter

170.315 (d)(1):

Authentication, Access

Control, Authorization

170.315 (d)(2):

Auditable Events and
Tamper Resistance

170.315 (d)(3):

Audit Report(s)

170.315 (d)(5):

Automatic Access
Time-out

gate levels.

Verify against a unique identifier that a
user seeking access to electronic health
information is the one claimed and the
actions by that user are permitted.

Audit log monitoring system activity; View
a complete record of login/logout events
for CQMsolution

Supports import, calculation and output for
latest versions of all eCQMs in CMS' EHR
Incentive Programs

Record the audit log status and the
encryption status.

2024 © Dynamic Health IT, Inc.

License and upgrade fees may apply.

License and upgrade fees may apply.

License and upgrade fees may apply.

License and upgrade fees may apply.

License and upgrade fees may apply.
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o o o Types of Costs or Fees to be paid
Capability Description of capability v3.1 . o
by a provider for the capability

Attest Yes to whether the Health IT Module
encrypts authentication credentials. The cri-

170.315 (d)(12): terion places no requirements on health IT License and upgrade fees may

Encrypt Authentication Credentials ( customers, such as health care providers, to apply.
implement these capabilities (if present in

their products) in their health care settings.

170.315 (d)(13): Attest No to supporting multi-factor authen- License and upgrade fees may

Multi-Factor Authentication fication apply.

The QMS used is established by the Federal
170.315 (g)(4): government or a standards developing or-

ganization or the QMS used is mapped to License and upgrade fees may
Quality Management System one or more QMS established by the Federal apply.

government or standards developing organi-

zation(s) (SDO).

When a single accessibility-centered design
standard is used, the standard only needs to

be identified once. Otherwise, the accessibil-
170.315 (g)(5): i ) .
ity-centered design standards need to be License and upgrade fees may
X X X X X X X
identified f ility to which th ly.
Accessibility-Centered Design identified for every capability to which they apply

were applied; or, alternatively the developer
must state that no accessibility-centered

design was used.
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