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Certification Criteria:

170.315 (b)(1): Transitions of Care

170.315 (b)(10): Electronic Health
Information (EHI) Export

170.315: (d)(3) Audit report(s)

170.315 (d)(6) Emergency access

170.315 (d)(9) Trusted Connection

170.315 (e)(1) View, Download, and
Transmit to 3rd Party

170.315(f)(2) - Transmission to public
health agencies—syndromic surveillance

170.315 (g)(2) Automated Measure
Calculation

170.315 (g)(6) Consolidated CDA Creation

170.315 (g)(10): Standardized API for
Patient and Population Services
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170.315 (b)(7): Security Tags —
Summary of Care - Send

170.315 (d)(1): Authentication, Access
Control, Authorization

170.315 (d)(4) Amendments

170.315 (d)(7) End-user device
encryption

170.315(d)(12) - Encrypt
Authentication Credentials

170.315 (e)(3): Patient Health
Information Capture

170.315 (f)(3): Transmission to Public
Health Agencies - Reportable
Laboratory Tests and Values/Results

170.315 (g)(4) Quality management
system

170.315 (g)(7) Application Access -
Patient Selection

170.315 (h)(1) Direct Project

170.315 (b)(8): Security Tags —
Summary of Care - Receive

170.315 (d)(2): Auditable Events
and Tamper-Resistance

170.315 (d)(5) Automatic Access
Time-Out

170.315 (d)(8) Integrity

170.315(d)(13) -Multi-factor
Authentication

170.315(f)(1) — Transmission to
immunization registries

170.315(f)(5) — Transmission to
public health agencies — Electronic
Case Reporting

170.315 (g)(5): Accessibility-
Centered Design

170.315 (g)(9) Application Access -
All Data Request
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170.315 (e)(1)
View, Download, and Transmit to 3rd
Party

170.315 (e)(3) Patient Health Information
Capture

Patient Portal enables patients to View, Download
& Transmit clinical documents, view health
information in human readable format, send
secure messages to their provider and access
custom provider resources. They can download
CCDA documents by PDF or XML.

Timely Access and V/D/T events trackable through
utilization reports in ConnectEHR.

License and upgrade fees may apply. Clients
must contract directly with certified HISP
since a direct address is required if
transmitting document via DIRECT protocol.

170.315 (f)(1) Transmission to
Immunization Registries

170.315(f)(2) - Transmission to public
health agencies—syndromic surveillance
170.315(f)(5) — Transmission to public
health agencies —electronic case reporting

Inpatient and Ambulatory: Creates information for
electronic transmission to public health agencies
and registries.

License and upgrade fees may apply.

170.315(b)(1) Transitions of Care

170.315 (b)(7): Security Tags - Summary
of Care - Send

170.315 (b)(8): Security Tags - Summary
of Care - Receive

170.315 (g)(6): Consolidated CDA Creation

ConnectEHR is able to create and receive CDA
documents.

License and upgrade fees may apply. There
is a cost for Microsoft SQL Server (2016 or
later) license.
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Audit logging, audit integrity and security
features

170.315(d)(1) Authentication, Access
Control, and Authorization

170.315(d)(2) Auditable Events and
Tamper-Resistance

170.315(d)(3) Audit Report(s)

170.315(d)(5) Automatic Access Time-out

Inpatient and Ambulatory; Audit log for patient and AR to monitor Portal account activity and
170.315(d)(6) Emergency Access confirm integrity of encrypted audit log entries
License and upgrade fees may apply. There is a cost for Microsoft SQL Server (2016 or later)

170.315(d)(7) End-User Device Encryption | lic€nse.
170.315(d)(8) Integrity

170.315 (d)(9) Trusted Connection

170.315(d)(12) - Encrypt Authentication
Credentials

170.315(d)(13) -Multi-factor
Authentication
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170.315 (g)(7): Application Access -
Patient Selection

170.315 (g)(9): Application Access - All
Data Request

170.315 (g)(10): Standardized API for
Patient and Population Services

FHIR API enables authorized apps to consume
patient data from USCDI.

License and upgrade fees may apply. There
is a cost for Microsoft SQL Server (2016 or
later) license. SSL certificate required for
security.

170.315(h)(1) - Direct Project

Send and receive clinical documents via Direct
protocol.

There are annual fees for required Direct
HISP and email addresses.

170.315(g)(2) Automated Measure
Calculation

Inpatient and Ambulatory

License and upgrade fees may apply. There is
a cost for Microsoft SQL Server (2016 or
later) license.

Pin-token sign-on

Automatically create patient portal accounts with
or without Pin/Token Portal activation system

License and upgrade fees may apply.

Authorized representative automated
deactivation

Authorized Representative (AR) login and
automatic AR deactivation on specified patient age

License and upgrade fees may apply.

Direct address book

Keep track of all Direct addressed for transmission
of clinical documents

License and upgrade fees may apply.

Automatic and manual portal utilization
reports

Customizable settings and outputs to monitor
access to clinical documents, patient V/D/T, Secure
Messaging and other MU-related activity

License and upgrade fees may apply.
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CHPL Certification CHPL Product Number:
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